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How to Setup URL Filter for DFL-M510

Environment:
Internet Firewall DFL-M510---------- Client PC

Objective:
Block playboy.com by DFL-M510

Setupl. Hosts/Group->Setup Hosts
Make sure DFL-M510 already learned the Client PCs that you would like to manage

| Setup Hosts | Setup Groups |

Hosts Table
Ho. State HostiP Address MAC VYLAH Hame MAC-IP Bind MAC-Lock
1 W [EM-RS1 /1692168119 5-39 a 5] o]
2 B [SCUALL-DESKTOR J22010.. 1] €] g

Setup2. Hosts/Group->Setup Groups
Add a new group called “block” and add the host into it.

Setup Hosts | Setup Groups

rGroup Setting rOuick Assign User/Group
------ &1 Default r
Group Mame block
Add i
" Delete [ Qucta a
Lip [ Session o} ions
PlaT Ayvailable Hosts Hosts in Selected Group
E‘, SQUALL-DESKTOP(22010.30.2 ; &5 IBM-RS1(192.165.1.19)

==

Add Subnet
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Setup3. Policy ->Keyword Filter
Add a URL keyword “playboy.com” in the URL keyword1

~Keyword Table

Ho. Keyword Hame I Keyword Content
ek Page Keyword 1
Wb Page Keyword 2
WWeb Page Keyword 3
URL Keywward 1 playhoy .com
URL Keyword 2
URL Keyword 3
f =M Keywword 1
h=M Keyword 2
h=M Keyword 3

(i e ¥ e R R (DR

Setup4. Policy->Message Setting

Add a web message to user.

Web Message to User

Ho. Message Description Meszage Text
1 Web site against the security policy Your Application Communication has been blocked by a Policy
2 fest Elock by DFL-MS10
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Setup5. Policy->Policy Setting->Template Setting
Create a new template and setup the URL Keyword1 with Block action and choose Web

Message you just created in the Setup4.

Marme block_url_keyword

{] Mes=zage Exchange ()

-4 ] Internet File Sharing (P2P)

[ Wk Cortral |
7-{] 'r‘ Parh
1| wieb Mail

E{H £ Wieh Application |

..... .;:! Wieh Page Keyword 1

FOptions

[ Block

| Paz=z

-

[ Alert by Email

[ ] Win Popup Message

Communication blocked by =,

o veh Message

test

-] Wieh Page Heyword 2
13k Py Woeneieope] 3
----- @ URL Keyward 1 Schedule | Always =

..... | URL Keyweord 2 o

rEeyword Comtent

..... { ] Java Spplet
----- { ] Cookis
[ﬂe_} File Transfer

{7 Mail
-] Streatming Media

Alav by o
N3 ROy SO

Setup6. Policy->Policy Setting->Assign Policy
Assign the template to the group that you just created in Setup?2.

Template Setting | Assign Policy | policy Viewer |

HostiGrougp
-Template
o] A
Available Templates Policy for the template Elg 88 biock

bl IBM-RS1(1924654.1%

Wizard_Template E---V‘:Ieb Coaritral o E () 88 Defeut
Eyvpazs All =l g Weh Application

Block P2P L JRL Keyword 1@ 1Y

Block IM+P2P

Block Al

block: url_keyword
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Now use IE or Firefox try to browse playboy.com and you will find this request will be blocked
by DFL-M510.

a httpadplayboy comd

Request Blocked

Block by DFL-M510
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Request Blocked

Block by DFL-M510
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